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Office of Local Defense Community Cooperation

Installation Resilience Tabletop Exercises
January 9, 2024

Recording will be posted on www.oldcc.gov



http://www.oldcc.gov/
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Community Cooperation

* Introduction to OLDCC

* Dan Glasson, Deputy Director for Community Investment — Critical Infrastructure
* Margit Myers, Installation Resilience Program Activity Lead

 City of Fairfield, CA — Travis Air Force Base
* Anna Guiles, Assistant to the City Manager, City of Fairfield, California

* University of Rhode Island — Naval Station Newport

 Pam Rubinoff, Coastal Resilience Extension Specialist, URI Coastal Resources Center
and Rl Sea Grant

* Questions and Answers
 Mary Beth Greiner, OLDCC Installation Resilience Deputy Program Activity Lead



s Dt ptr OLDCC Programs &
Resilient Communities

¢/ Community Cooperation

e OLDCC enables states, U.S. Territories and local
communities to partner with and address threats to
military installations, ranges, special use air space,
military operation areas, or military training routes
that are likely to impair the continued operational
utility of a military installation.

* OLDCC equips communities to avoid, prepare for,
minimize the effect of, adapt to, and recover from
extreme weather events, anticipated or
unanticipated changes in environmental conditions,
and urban development.
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“One Community”

Local Installation(s) + Local Jurisdiction(s)

+State(s)




2\ U.S. Department of Defense

, .z Office of Local Defense CO ntext

¢/ Community Cooperation

* General - DOD domestic installations
report extensive and varied use of
community infrastructure and support Critical
services—such as roads, bridges, Infrastructure
electricity, water, and medical
facilities—that are vulnerable to
disruptions from climate change and

extreme weather. o Defense
Clvilian Critical
* Housing - Approximately 65 to 70 Infrastructure Infrastructure

percent of Service members live off-
post.



US. Department of Defense Community-DOD Infrastructure

Office of Local Defense

Community Cooperation Prioritization is Critical

OLDCC Installation Resilience Grant Assistance for Tabletop Exercises

DOD
Equities
CISA one
Lifelines Civilian community
(Civ.) Infrastructure Infrastructure
FEMA PriOrity List
Lifelines
(Civ.)

Inventory-Assessment Coordination Prioritization

Defense
Infrastructure

OLDCC Tabletop Exercises Webinar // January 2024



Installation Resilience Awards

FY20-FY23

NB Klisap @
@ JB Lewis McChord

@ Wasco County

Grand Forks AFB
State of Oregon @ ®

@ Crook County

@ Mountaln
Home AFB
State of Californla
Callfornla - Oregon

Energy Infrastructure  sicas by Bepot

@ HIll AFB
@ Camp Willllams

Forst Carson
Peterson AFB

Travls AFB & Schriever AFB

District of Columbla:
* Fort McNair

= JB Anacostia-Bolling
* NSA Washington
Maryland

« JB Andrews

= NSA Annapolis

* NSA Bethesda

* N5SF Indian Head

« State of Maryland
Virginia

* Fort Belvoir

+» JB MyerHenderson Hall
 MCB Quantico

SUBASE
New London

Alpena CRTC ; Portsmouth NSY

Fort Drum l
Camp Grayling @

Newport NS
Detrolt Arsenal ®

Selfridge ANGB Nlagara Falls ARS
Truax Fleld ANGB @

@ JB Cape Cod
2 USMA West Polnt
NWS Earle

JB McGuire-Dix-Lakehurst
Youngston ARS

Grissom ARB
USAF Academy - @ Dover AFB
SAMPALIAtHURY S ;< Wright Patterson AFBQ_
@ Presidio of Monterey NSA Crane @ NAS Patuxent Rlver
NSA Monterey Fort Rlley @ JB Langley-Eustls JEB Little Creek-Fort Story
Nellls AFB Camp Navajo Scott AFB J @ Fort Knox NMC Portsmouth NAS Oceana
NAWS China Lake @ & Naval Observatory NS Norfolk
Vandenberg AFB @ Flagstaff Station NSA Hampton Roads
State of State of
MCAS New Rlver
New Mexico Oklahoma /
March ARB
- e e I : Little Rock AFB Fort Elsenhower M'I‘::t(:? cg;';r';?::::lial
uma Proving Groun
MCAS Miramar é £ e Sumw s
NB San DI Florence Military Res. Pine Bluff @ Redstone Arsenal
san [?Ir:egoelggglon: j @ Rittennouse Tralning Site NAS JRB Fort Worth Arsenal Beymour lohmsp AER
+ NB Coronado MCAS Yuma 1 Fort MOOre Fort Liberty
= NB Point Loma MCAS Beaufort
. NBSanDiego  Plcacho Peak Alrfleld Annex _| @ @ Fort Bliss t NAS Merldlan @ ROD'“S AFB MCRD Parrls Island
Sliver Bell Army Hellport Fori finaohmes Dyess AFB

Goodfellow AFB @

State of Texas @

Laughiin AFB @
State of Hawall @ MCB Hawall

Office of Local Defense
Community Cooperation

@ JB San Antonlo ®

Keesler AFB t Fort Novosel ._ NSB Klngs Ba)’

Stennls Space Cir. @ East Central Florida Reglon:

= Cape Canaveral 5FS
= NSA Orlando

NW Florida Reglon: = Patrick SFB

Eglin AFB

NAS Hurlburt Field
NAS Pensacola
NAS Whiting Field
NSA Panama City
Tyndall AFB

MacDIll AFB 1

IR EaLaER South Florlda Reglon:

* Homestead ARB

* NAS Key West

= NSWC South Florida Ocean
Measurement Facility

= LS. Army Garrison Miami

& & & 2 * »

NAS Key West @
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Community Cooperation

* Initiated either through a Military Service nomination or by a
community inquiry

e Publicly available information to demonstrate need for assistance

* Grant awarded to a state/local governmental entity

* 10% non-Federal share

* May be a comprehensive Installation Resilience Review or
focused study for a selection of resilience factors



U.S. Department of Defense

Community Cooperation

Relationships Assessments Planning

Recommendations
Compatibility Studies from assessments
and studies

Ongoing dialogue
between community
and installation

leaders ) » )
Installation Resiliency Action plans to carry

Reviews and Table out
Top Exercises recommendations

Regional
engagement on local Military Department
issues Resiliency
Assessments

Design for
construction projects

OLDCC Tabletop Exercises Webinar // January 2024

Office of Local Defense Critical Elements of Local Resilience

Prioritization

Local resource
allocation
(e.g., labor, services)

Budgeting (e.g.,

capital improvement)

Critical Infrastructure
(e.g., DCIP proposal)
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What is a Tabletop Exercise?

For OLDCC:

* A tabletop exercise can facilitate a threat-based scenario to
"dry run" planned emergency responses to disasters and
catastrophic events.

* The goal is to validate that response actions on and off
installation are executed effectively and identify gaps in hard
and soft infrastructure that can be addressed.
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8ffice of Local Defense Ta b I Eto p Re SO u rces

ommunity Cooperation

Federal Emergency Management Agency

 Exercise and Preparedness Tools | FEMA.gov

 FY2024 Virtual Exercises: https://training.fema.gov/emigrams/2023/1817-training%200pportunity-
virtual%20tabletop%20exercise%20program%20fiscal%20year%202024.pdf?d=9/19/2023

* Hazard Mitigation Partners Workshop Feb 5-8, 2024: 2023 Hazard Mitigation Partners Virtual Workshop (vfairs.com)

Cybersecurity & Infrastructure Security Agency
e CISA Tabletop Exercise Packages | CISA

Department of the Air Force Energy Resilience Readiness Exercises (ERRE)

* https://www.safie.hg.af.mil/Portals/78/documents/IEE/Energy/ERRE 2021%20DAF%20fact%20sheet final.pdf?ver=BGgXU1lclG
aVc36XjHiBlbw%3d%3d

Army Cyber Institute JACK VOLTAIC®

e Jack Voltaic (army.mil)

Department of the Navy Climate Tabletop Exercise

e Joint Tabletop Exercise Tackles Climate Change - Energy Academic Group - Naval Postgraduate School (nps.edu)

Office of the Assistant Secretary of the Navy for Energy, Installations, and Environment (EI&E)

 Navy delivers Mid-Atlantic Regional Resilience Workshop | Office of Local Defense Community Cooperation (oldcc.gov)

OLDCC Tabletop Exercises Webinar // January 2024 11


https://www.fema.gov/emergency-managers/national-preparedness/exercises/tools
https://training.fema.gov/emigrams/2023/1817-training%20opportunity-virtual%20tabletop%20exercise%20program%20fiscal%20year%202024.pdf?d=9/19/2023
https://hmpartnersworkshop.vfairs.com/en
https://www.cisa.gov/resources-tools/services/cisa-tabletop-exercise-packages
https://www.safie.hq.af.mil/Portals/78/documents/IEE/Energy/ERRE_2021%20DAF%20fact%20sheet_final.pdf?ver=BGgXU1c1GaVc36XjHjBIbw%3d%3d
https://cyber.army.mil/Research/Jack-Voltaic/
https://nps.edu/web/eag/joint-tabletop-exercise-tackles-climate-change
https://oldcc.gov/navy-delivers-mid-atlantic-regional-resilience-workshop

U.S. Department of Defense
Office of Local Defense
¢/ Community Cooperation

Points of Contact

Dan Glasson -
Deputy Director for Community Investment — Critical Infrastructure

(571) 733-7467
Daniel.l.Glasson.civ@mail.mil

Margit Myers
Program Activity Lead, Installation Resilience

(703) 901-7622
Margit.A.Myers.civ@mail.mil

https://oldcc.gov/

https://oldcc.gov/resource/compatible-use-and-installation-resilience-grantee-guide-508-compliant

Office of Local Defense Community Cooperation
2231 Crystal Drive, Suite 520
Arlington, VA 22202-3711


mailto:Daniel.l.Glasson.civ@mail.mil
https://oldcc.gov/
https://oldcc.gov/resource/compatible-use-and-installation-resilience-grantee-guide-508-compliant

Travis Regional Resiliency
Report

City of Fairfield
2022 MIRR Grant Recipient

OLDCC Tabletop Exercises Webinar // January 2024



* Vallejo-Fairfield Metropolitan Statistical Area (MSA)
e Solano County —451,716 population
e 7 cities — some which provide water and sewer
* 1 sewer district in addition to cities
 PG&E power utility

 Travis Air Force Base

* Home to the 60" Air Mobility Wing — largest wing in the
Air Mobility Command

e Gateway to the Pacific

* Grant Medical Center — largest medical center in the Air
Force

« $2.7 Billion economic impact in 2022



MIRR Grant Overview

Grant Recipient: City of Fairfield with financial & in-kind contributions from the County of Solano and Travis
Community Consortium (TCC)

Grant Period: September 1, 2022 — February 29, 2024
Grant Award: $1,280,176
Total Grant Budget: 51,424,568

Project Contracts: Project Coordinator (awarded Sept. 6, 2022) and Study Contractor (awarded Dec. 5, 2022)

Project Objective: Enhance the readiness and resilience of Travis Air Force Base and the surrounding
community by collaboratively developing project concepts and identifying project funding opportunities that
mitigate the risk, hazards, and vulnerabilities of the region’s critical infrastructure.

OLDCC Tabletop Exercises Webinar // January 2024 15



Project Team

CITY OF FAIRFIELD OTHER PARTNERS

Responsible for implementing the Office of Local Defense  Quality assurance ¢ Solano County
Community Cooperation (OLDCC) Military Installation Project expertise e Travis Community Consortium (TCC)
Resilience Review (MIRR) Program for Travis AFB. ¢ Travis Air Force Base

CONVERGE STRATEGIES, LLC

A consulting firm working at the intersection of clean energy, resilience, and national security. CSL provides project
CG E"HEEG 2 facilitation services, policy design and research, and market strategy development. CSL works with the Department of
Defense, civilian agencies and government, and a variety of private sector organizations.

SIA, A SALAS O'BRIEN COMPANY

An energy, facility planning, design, construction management, and commissioning firm with 57 offices and more than
1,550 employees. Professional staff include licensed professional engineers, certified commissioning authorities, and energy
management professionals.

OLDCC Tabletop Exercises Webinar // January 2024 16



Regional Resilience Approach

7N

Steering Committee
Stakeholder Leadership

\\/
7N N N 7N
, . . : Solano County :
TAFB Executive Director Fairfield City Manager Administrator City Managers
— T

Technical Advisory Committee Stakeholder Experts

27N 77N 27N 77N 77N 27N
TAFB Municipal public works Electrical utilities Sewer and water Transit Authority Solano Land Trust

OLDCC\T\ab‘I{op Exercises Webinar My 2024 17



Data Collection
and
Infrastructure
Assessment

Feb - Mar 2023 Mar - May 2023 Summer 2023 Fall 2023 December 2023
>70 384 ~350

Stakeholders engaged including civilian Documents shared including reports GIS layers gathered and evaluated for
leaders, infrastructure owners, and Air and studies, maps and plans, and vulnerability analyses.

Stakeholder
Interviews and
Site Visit(s)

Project
Concepts
Development

Facilitated

Implementation
Workshop(s)

Plan




Initial Infrastructure Challenges

Electricity

- Unpredictable Public Safety Power Shut
Offs forcing all stakeholders to consider
backup power supply to infrastructure

Transportation

- New land development and increased
traffic risks truck access to installation

- Current roadways insufficient to serve
current traffic during contingency events

Wastewater

- Surge flows from TAFB exceed meter and
force main capacity

- Treatment plant and lift stations in close
proximity to future sea level areas

Water

- Water quality meets standard for majority
of installation with exception to David
Grant Medical Center on occasion

Communications

- Cellular and land-mobile radio
communication is limited inside
installation facilities and in the surrounding
community

Stormwater

- Infiltration from TAFB stormwater into the
wastewater system

- Increased stormwater leads to minor
flooding on Peterson Road

OLDCC Tabletop Exercises Webinar // January 2024 19



First Tabletop Exercise

Four Scenarios

e Separate scenarios to ensure Time Description
continued engagement but 0800-0850 Welcome/ Introductions
interwoven to build in complexity 0850-0950 Infrastructure Overview

 Traffic accident 0950-1000 Break
* Sewer Failure 1000-1120 World Building + Scenario 1
Surge Tank Explosion 1120-1210 Catered Lunch
e Substation Sabotage , ,
1210-1325 Outbrief 1 + Scenario 2

Discussion Based 1325-1335 Break

* Not meant to play out individual roles 1ez sl OUIBIE] 2 -+ SEENEND £
or procedures 1450-1500 Break

 Learn about other stakeholder 1500-1635 Outbrief 3 + Scenario 4 + Outbrief 4
response and potential gaps

P P 5ap 1635-1700 Closing Comments

OLDCC Tabletop Exercises Webinar // January 2024 20



First Tabletop Summary

30

Attendees, from across multiple Organizations, including 5
disciples, such as mission assurance, communities, Travis Air Force Base,
emergency management, city OLDCC, and critical infrastructure
management, engineering, and sectors (i.e., electric and water).
planning.

16

Scenario outcomes developed with particular focus on critical lifeline
vulnerabilities for the region surrounding Travis Air Force Base.

OLDCC Tabletop Exercises Webinar // January 2024 21



Second Tabletop Exercise

Education and Networking
0800-0845 Welcome/ Introductions

* Morning focused on engineering

upd ates for selected projects from 0845-0950 Engineering Presentation
Workshop 1 0950-1000 Break
* Funding panel for potential projects 1000-1050 State/ Federal Partners Panel

. . 1050-1230 Breakout Groups
Discussion Based

* Selected priority projects to discuss
next steps, barriers, and funding 1330-1350  Afternoon Check In

needs 1350-1520 Action Plan Exercises

1230-1330 Lunch

1520-1530 Break
1530-1640 Gallery Walk

1640-1700 Closing Comments/ Next Steps

OLDCC Tabletop Exercises Webinar // January 2024 22



Second Tabletop Summary

31 >15

Attendees, from across multiple Organizations engaged including
disciples, such as mission assurance, civilian leaders, federal and state
emergency management, City partners, infrastructure owners, and
management, engineering, and Air Force personnel.
planning.

5

Project concepts developed at the workshop, focusing on critical lifeline
resilience initiatives for the Travis Air Force Base Region.

OLDCC Tabletop Exercises Webinar // January 2024



Tabletop Take Aways

e Strong partnership existed with
TAFB

e TCC Est. in 2003
* TAFB Executive Director

e Support from TAFB Leadership

* Relationships between agencies
existed, grew, and strengthened
since the start of the study

OLDCC Tabletop Exercises§



Tabletop Take Aways

e Strong vision and mission for
project established early and often

* Address concerns of security, trust,
and data management early and
often

e Strong facilitation to provide
bumpers and keep ideas flowing
during breakouts

OLDCC Tabletop Exercises Webinar // January 2024



* Project Concept Development

* From initial 37 project ideas, 5 projects
selected to further develop for final report
throughout fall/winter.

* Engineering Design Report
* Currently reviewing draft final report

* Final Report will include budget, funding
paths, stakeholder objectives, and expected
outcomes

* Future Funding/Grants

 Based on the results from report apply for

future funding to complete the community
projects.

B \\Webinar // January 2024 26




FAIRFIELD

David Gassaway Anna Guiles
City Manager Assistant to the City Manager
dgassaway@fairfield.ca.gov aguiles@fairfield.ca.gov
707-428-7400 707-428-7399

OLDCC Tabletop Exercises Webinar // January 2024 27




A hazard resilient future for Naval Station Newport within
its coastal community:

Military Installation Resilience Review (MIRR) for

short-term preparedness and long-term planning
Pam Rubinoff, URI Coastal Resources Center

Tabletop Training Exercise (TTX)
Overview

[HL

UNIVERSITY

OF RHODE ISLAND



Welcome to Rhode Island

Gloucester
a

Massachusetts

Worcester
£ 2

Brockion

Plymouth

Falmouth
L]







PennState
College of Arts and Architacture

THE
UNIVERSITY
OF EHOTIE TREART L

__N aval Station New_f_pnrt

Hurricane of 1938 modeled
with 1' of Sea Level Rise

| m—
| ]

S

e

Morth

{13




o

o <

PHASE 2

PHASE 1

Identify and map
flooding and wind
vulnerabilities
resulting from storms
and sea level rise

¢ U

Validate, share, and
engage stakeholders to
foster understanding of
impacts, consequences,
and interdependencies

April 2021

/

—

r.fg}

PHASE 3

Make
recommendations for
implementation
actions to increase
resiliency

{

PHASE 4

Develop final report,

visualizations and
presentation tools

/

\

U
.

March 2022 -
August 2022

J

OLDCC Tabletop Exercises Webinar // January 2024
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Purpose of Tabletop Training Exercise (TTX)

. Impact data discussed and validated.

. Recommended actions identified,

Including the lead and those involved.

. Engagement and buy-in continued
towards resilience planning and
action.

. Acculturation between civilian and
military supported.

33



Island Wide Planners, EM, Facility Managers

NAVSTA Newport
City of Newport
Town of Portsmouth
Town of Middletown

L e S e

4 ‘ )
MIDDLETOWN
- L . @
-
L) _';:3-"""- 0 o5 1 2 Mo
- ~
a ¥

MC, Group Facilitators, Ethnographers,
Resource Providers

swportcityri.com/aquidneck-island
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Before the Event...

Roles
MC
Resource Providers
Facilitators
Ethnographers

Preparation
Facilitator Responsibilities for Cells
Tips for Effective Facilitation
Ethnographer Guidance Overview
Ethnographer Hints

39



Today’s Overview (full day)

Welcome, overview, and TTX orientation (Plenary)
Move 1: Superstorm Sandy w 1’ SLR - Prioritize consequences (Breakouts/Report out)

Move 2: Hurricane 1938 Prioritize consequences (Breakouts/Report out)

Networking Lunch  Evacuation Video

Move 3: Resilience enhancement strategies, Responsibilities/SS - (Breakouts)

Priorities/Collective Responsibilities (Plenary Report Outs & Group Discussion)

Next Steps

36



MIRR TTX Game Rules

Non-Attribution Environment

Three Moves (with network/lunch)

Consensus Basis, nof Unanimous Deci
Making

Don’t Fight the Scenario

Have Fun!




d =T d cm cal HERPTTE AL anllanr LT e

Aol Tl Himmiearal 1532 Fhe T'HE !-I-.Il'-||"||1':|'|_I'I1rI1 I

Total Assets

152

oy S ] ) i Total Impacts

TR L

lem i =P

. A4 T -'.'::'. 1 " '-I ; et Communicatian
:1 e R e T o
1 e I:' i '._..:. ...I:'I - -.I_ § [ S g II!: ﬁ.:lal
-------- -: “'.|_:'.' I:':. _.1‘ 3 7 -'-.': 1 1.'.! - |I T S Pt bl ; D
i | e L % oo Energy

e

il ; Tranzportation

&

T Wiater

&

=l oPali.
llll-.l-..ll-.'l.llrlll-l-.l.l.rl i
n - - -

Cther

People
Dashboards
Visualizations

OLDCC Tabletop Exercise



Two Scenarios - Two Styles* of Events:

Superstorm Sandy +1°
Shifted 1938 Hurricane +1’

Emphasis is on resilience
of Naval Station Newport
and interdependencies
with Portsmouth,
Middletown, and
Newport

*Simulated Everits & Impacts Newport Daily News, Providence Journal



Scenario 2 - Modified 1938 Hurricane Track

Maximum Inundation Depth-Newport NAVSTA
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WATER ENERGY TRANSPORT
Asset Name Asset |ID #

Scenarios Triggered
Haza rd(s) of concern Superstorm Sandy with 1’SLR

Facility Name & Owner Wind Flood 1938 with 1’ SLR

Consequence Description
(two or three lines of text)

Who depends on this asset’s operation/services

OLDCT Tabletop Exercises Webinar // January 2024 41



Hypothetical...
Asset Name Lunch at the TTX Asset |ID# 000

Facility Name & Owner: Scenarios Triggered
Y Hazard(s) of concern 85

Sandwiches / Provided , DEmEEer: |
by research team Hunger Famine Grumpy ___ Irritable . / HANGRY __

Consequence Description: Workshop participants arrive
without food due to the promise of provided lunch. When
the sudden bread shortage strikes, no lunch is provided
and the participants spend the afternoon hungry.

Who depends on this asset’s operation/services
Workshop participants (SME’s)

OLDCT Tabletop Exercises Webinar // January 2024 42



MIRR TTX Game Flow

. Explore ALL Consequences through
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1. Prioritize top three impacts to
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Report Out (3 groups) m) Top Priorities

ID Name Notes

%3 High-Power Feeds 147, impacts all residents
transmission of Al, no power for majority of
lines base

6 Longwhart Without this pump station, raw
pump station sewage -> Bay,

15| Newport Bridge |Esp. vulnerable to debris impacts

7 iIn Bay during storm




Move 3 - Real World Application: Budget Priorities

Examine resilience
priorities through
the lens of urgency
and exigent funding
requirements (by
end of day).

45




Vulnerabilities Intertwined
Strategy Consensus Daunting

Receptive Under-funded a ooPerative Water Planning
Grateful Financial Adaptable Comprehensive

Interconnected Complicated Collaboration

ve /i Challengi
~aensive \Wicked problems iomatve

Important Sharing expertise Communication Cascading

Time-consuming Holistic Commonalities |
Resourceful Other perspectives Overwhe\mlng

Open-mindedness
Multiple weaknesses
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Next Steps

Quick look summary

A HAZARD RESILIENT FUTURE FOR NAVAL
STATION NEWPORT
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Decision-makers Meeting

Draft/Final Report

ALGLIST 2002

Executive Summary

Military Installation Resilience Review

A hazard-resilient future for Maval Station
MNaewport within Its coastal community

for short-term preparedness
and long-term planning
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THANK YOU

THE

UNIVERSITY

OF RHODE ISLAND




U.S. Department of Defense
Office of Local Defense
Community Cooperation
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